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	Privacy Statement
Public disclosure of this document would have a reasonable likelihood of threatening public safety by exposing vulnerabilities. It contains sensitive and confidential information that is not subject to FOIA under Virginia Code §2.2-3705.2. Accordingly, the County is withholding this Plan from full public disclosure. Notify the County Chief Information Officer of any request and then refer the request for a copy of this document to the County Attorney.






Vendor System Information
	Vendor Name: 
System Name: 
Service Model:   (e.g. IaaS, PaaS, SaaS)
Fully Operational as of:  Enter the date the system became fully operational.
Deployment Model: Is the service a Public Cloud, Government-Only Cloud, Federal Government-Only Cloud, or Other? If other, please describe.
System Functionality: Briefly describe the functionality of the system and service being provided. 



[bookmark: _Toc525048013]Independent Audit – SOC 2 Type II
	#
	Question
	Yes
	No
	Comments.

	1
	Are you able to provide a SOC 2 Type II report for the infrastructure hosting this information system?
	
	
	

	2
	If the above answer is No, can you provide any independent audit review of the information environment? If no, please elaborate under comments.
	
	
	


Relationship to Other Vendors
	#
	Question
	Yes
	No
	N/A
	If Yes, please describe.

	1
	Is this system leveraging an underlying provider?
	
	
	
	If “yes,” identify the underlying system. 



List all services leveraged if relevant.

	#
	Service
	Service Capability
	System

	1
	State what is being leveraged or “None” if no service is leveraged or if the Vendor is responsible for the entire stack.
	List the capability the service provides (e.g., load balancer, database, audit logging).
	Identify the system from which the service is being leveraged.


[bookmark: _Toc525048016]System Interconnections
	#
	Question
	Yes
	No
	If Yes, please describe.

	1
	Does the system connect to the Internet?
	
	
	

	2
	Does the system connect to other, external systems?
	
	
	  If “yes,” complete the Table below. 



	
	
	Does an ISA Exist?
	

	#
	External System Connection
	Yes
	No
	Interconnection Description.  
If no ISA, please justify below.

	1
	
	
	
	

	2
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Base Compliance Checklist
[bookmark: _Toc525048020]Approved Cryptographic Modules [SC-13]
	
	Cryptographic Module Type
	FIPS 140-2 Validated?
	Describe Missing Elements or N/A Justification

	
	
	Yes
	No
	

	1
	Data at Rest [SC-28]
	
	
	

	2
	Transmission [SC-8 (1), SC-12, SC-12(2, 3)]
	
	
	

	3
	Remote Access [AC-17 (2)]
	
	
	

	4
	Authentication [IA-5 (1), IA-7]
	
	
	



[bookmark: _Toc525048021]Transport Layer Security 
	#
	The Cryptographic Module Type
	Protocol In Use?
	If “yes,” please describe use for both internal and external communications

	
	
	Yes
	No
	

	1
	SSL (Non-Compliant)
	
	
	

	2
	TLS 1.0 (Non-Compliant)
	
	
	

	3
	TLS 1.1 (Non-Compliant)
	
	
	

	4
	TLS 1.2 (Compliant)
	
	
	


[bookmark: _Toc525048022]Identification and Authentication, Authorization, and Access Control
	#
	Question
	Yes
	No
	Comments

	1
	Does the system uniquely identify and authorize organizational users (or processes acting on behalf of organizational users) in a manner that cannot be repudiated, and which sufficiently reduces the risk of impersonation? [IA-2, IA-4, IA-4(4)]
	
	
	

	2
	Does the system require multi-factor authentication (MFA) for administrative accounts and functions and remote access to the information system? [IA-2]
	
	
	

	3
	Is role-based access used, managed and monitored? [IA-4/ IA-5]
	
	
	

	4
	Does the system restrict non-authorized personnel’s access to resources? [AC-6(2)]
	
	
	

	5
	Does the system restrict non-privileged users from performing privileged function? [AC-6]
	
	
	

	6
	Does the system ensure secure separation of customer data? [SC-4]
	
	
	

	7
	Does the system ensure secure separation of customer processing environments? [SC-2, SC-3]
	
	
	

	8
	Does the system restrict access of administrative personnel in a way that limits the capability of individuals to compromise the security of the information system? [AC-2]
	
	
	

	9
	Does the remote access capability include Vendor-defined and implemented usage restrictions, configuration guidance, and authorization procedure? [AC-17]
	
	
	

	10
	How will the County's password policy be enforced? Accomack requires minimum 8-character complex passwords (Upper, Lower, Special Character and Numerical) [IA-5]
	
	
	


[bookmark: _Toc525048023]Audit, Alerting, Malware, and Incident Response
	#
	Question
	Yes
	No
	Comments

	1
	Does the system have the capability to detect, contain, and eradicate malicious software? [SI-3, SI-3, MA-3] 
	
	
	

	2
	Does the system store audit data in a tamper-resistant manner which meets chain of custody requirements? [AU-7, AU-9]
	
	
	

	3
	Does the Vendor have the capability to detect unauthorized or malicious use of the system, including insider threat and external intrusions? [SI-4, SI-4 (4), SI-7, SI-7 (7)]
	
	
	

	4
	Does the Vendor log and monitor access to the system? [SI-4]
	
	
	

	5
	Does the Vendor have an Incident Response Plan and a fully developed Incident Response test plan? [IR-3, IR-8]
	
	
	

	6
	Does the Vendor have a plan and capability to perform security code analysis and assess code for security flaws, as well as identify, track and remediate security flaws? [SA-11]
	
	
	

	7
	Does the Vendor implement automated mechanisms for incident handling and reporting? [IR-4, IR-6]
	
	
	

	8
	Does the Vendor retain online audit records for at least 90 days to provide support for after-the-fact investigations of security incidents and offline for at least one year to meet regulatory and organizational information retention requirements? [AU-7, AU-11]
	
	
	

	9
	Does the Vendor have the capability to notify customers and regulators of confirmed incidents in a timeframe consistent with all legal, regulatory, or contractual obligations? [County Incident Response Requirements – within 24 hrs]
	
	
	


[bookmark: _Toc525048024]Contingency Planning and Disaster Recovery
	#
	Question
	Yes
	No
	Comments

	1
	Does the Vendor have the capability to recover the system to a known and functional state following an outage, breach, DoS attack, or disaster? [CP-2, CP-9, CP-10]
	
	
	

	2
	Does the Vendor have a Contingency Plan and a fully developed Contingency Plan test plan in accordance with Statewide Information Security Manual? [CP-2, CP-8]
	
	
	

	3
	Does the system have alternate storage and processing facilities? [CP-6, CP-7]
	
	
	

	4
	Does the system have or use alternate telecommunications providers? [CP-8, CP-8]
	
	
	

	5
	Does the system have backup power generation or other redundancy? [PE-11]
	
	
	

	6
	Does the Vendor have service level agreements (SLAs) in place with all telecommunications providers? [CP-8]
	
	
	


[bookmark: _Toc525048025]Configuration and Risk Management
	#
	Question
	Yes
	No
	Comments

	1
	Does the Vendor maintain a current, complete, and accurate baseline configuration of the information system? [CM-2]
	
	
	

	2
	Does the Vendor maintain a current, complete, and accurate inventory of the information system software, hardware, and network components? [CM-8]
	
	
	

	3
	Does the Vendor have a Configuration Management Plan? [CM-9, CM-11]
	
	
	

	4
	Does the Vendor follow a formal change control process that includes a security impact assessment? [CM-3, CM-4]
	
	
	

	5
	Does the Vendor employ automated mechanisms to detect inventory and configuration changes? [CM-2, CM-6, CM-8]
	
	
	

	6
	Does the Vendor prevent unauthorized changes to the system? [CM-5]
	
	
	

	7
	Does the Vendor establish configuration settings for products employed that reflect the most restrictive mode consistent with operational requirements? [CM-6]
	
	
	

	8
	Does the Vendor perform authenticated operating system/ infrastructure, web, and database vulnerability scans at least monthly, as applicable? [RA-5, RA-5]
	
	
	

	9
	Does the Vendor demonstrate the capability to remediate High vulnerabilities within 30 days and Moderate vulnerabilities within 90 days? [RA-5]
	
	
	


[bookmark: _Toc525048026]Data Center Security
	#
	Question
	Yes
	No
	Comments

	1
	Does the Vendor restrict physical system access to only authorized personnel? [PE-2 through PE-6, PE-8]
	
	
	

	2
	Does the Vendor monitor and log physical access to the information system, and maintain access records? [PE-6, PE-8]
	
	
	

	3
	Does the Vendor monitor and respond to physical intrusion alarms and surveillance equipment? [PE-6 ]
	
	
	


[bookmark: _Toc525048027]Policies, Procedures, and Training
	#
	Family
	Policy
	Procedure

	
	
	Yes
	No
	Yes
	No

	1
	Access Control [AC-1]
	
	
	
	

	2
	Awareness & Training [AT-1]
	
	
	
	

	3
	Audit & Accountability [AU-1]
	
	
	
	

	4
	Security Assessment & Authorization [CA-1]
	
	
	
	

	5
	Configuration Management [CM-1]
	
	
	
	

	6
	Contingency Planning [CP-1]
	
	
	
	

	7
	Identification & Authentication [IA-1]
	
	
	
	

	8
	Incident Response [IR-1]
	
	
	
	

	9
	Maintenance [MA-1]
	
	
	
	

	10
	Media Protection [MP-1]
	
	
	
	

	11
	Physical & Environmental Protection [PE-1]
	
	
	
	

	12
	Personnel Security [PS-1]
	
	
	
	

	13
	Risk Assessment [RA-1]
	
	
	
	

	14
	System & Services Acquisition [SA-1]
	
	
	
	

	15
	System & Communications Protection [SC-1]
	
	
	
	

	16
	System & Information Integrity [SI-1]
	
	
	
	

	17
	Planning [PL-1]
	
	
	
	



For any family with a policy or procedure gap, please describe the gap below.
	Missing Policy and Procedure Elements

	



	Question
	Yes
	No
	Comments

	Does the Vendor train personnel on security awareness and role-based security responsibilities?
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